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Getting started

Already familiar with KeyGrabber keyloggers?
Y Make your keylogger go on-line in 4 simple steps: section Quick Start
New to KeyGrabber hardware keyloggers?

Y Learn about keystroke recording first: section Recording keystrokes

Y Then learn to retrieve the recorded data: section Viewing recorded data

Y Finally, get the most out of your Wi-Fi keylogger by configuring WLAN
communications: section Remote access

Questions or problems?

Y Go through the Troubleshooting section.
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Introduction

About the product

The KeyGrabber Wi-Fi Premium is an advanced hardware keylogger with a built-in Wireless
LAN communications module. It features a huge internal flash disk organized as a file system.
All text data typed on the connected keyboard will be captured and stored on the internal flash
drive in a special file. Text data may be later retrieved in two ways: the classical way through
flash drive mode and Text Menu mode, or remotely through Wireless LAN. The Wireless LAN
functionality allows receiving logged data as E-mail reports, and on-demand via the local
TCP/IP network. The KeyGrabber Wi-Fi Premium is 100% transparent for computer operation
and no drivers are required.

Features

Background connection to the Internet over a local Access Point

Automatic E-mail reports with recorded keyboard data

On-demand access at any time through TCP/IP

Support for WEP, WPA, and WPA-2 encryption

High-capacity internal flash memory, accessible as a USB removable drive
Flash drive mode available both in USB and PS/2 versions

Mac Mode ensuring full compatibility with Apple keyboards (MCP version only)
Memory protected with strong 128-bit encryption

Quick and easy national keyboard layout support

Ultra-compact and discreet

Internal clock and battery

= =4 =4 -4 -4 A a4 -2 - _a -2 -2

Built-in time-stamping module

Requirements

1 Compatible keyboard:

USB version: USB HID-compliant keyboard (Low-Speed, Full-Speed, or High-Speed)
PS/2 version: PS/2 compliant keyboard

Computer with standard USB 1.1 or 2.0 port

Operating system with USB Mass-Storage device support

Wi-Fi compliant Access Point coverage (WPA-2, WPA, WEP64/128, or open network)
Optionally MS Windows (only for running KL Tools)

= = =4 =4
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Applications
Employers:

1 Monitor acceptable internet usage
1 Monitor employee productivity

1 Detect unauthorized access attempts
1 Backup typed text

1 Collect computer usage statistics

Parents:

Monitor your family's computer activity
Protect your child from on-line hazards and predators

1
1
1 Observe WWW, E-mail, and chat usage
1

Save a copy of written documents

Investigators:

Monitor remote computers
Retrieve unknown passwords, operating system independent

1
1
1 Collect computer-related evidence
1

Detect unauthorized use of computer equipment
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Quick Start

This section assumes you are already familiar with basic hardware keylogger handling, such
as recording and retrieving data. It is particularly important to be familiar with flash drive
mode, as this mode will be used to configure the WLAN functionality. If not, please refer to
sections Recording keystrokes, Viewing recorded data, and Remote access first.

Before you start, make sure you have the following data about the Wi-Fi network the
keylogger will operate in:

1 WLAN Access Point ID (SSID)
1 WLAN encryption type (WPA-2, WPA, WEP64/128, or open network)
1 WLAN encryption password

Make sure you also have an E-mail address the wireless keylogger can send reports to.

Step 1. Open a text editor (such as Notepad) and create a file named WIFI.TXT. This file will
later be used to configure the keylogger. Use the following template:

| WIFLTXT - Notepad (=] B
File Edit Format View Help
WiFi Network=MyNetwork EReTrlcetk
WiFiPassword=MyPassword wiFiEncryption=wra2
WIFIEanyptIOI’]:WPAZ Recipient=john@smith. com

|
Recipie nt=john@smith.com

Replace MyNetwork with the Access Point ID (SSID). Replace MyPassword with the WLAN
password. Provide the encryption type using one of the following strings: WPA2, WPA,
WEP64, WEP128, or None. Provide the E-mail address you would like to receive reports to
after the Recipient string. Make sure you provide all strings in a case-sensitive manner.

Finally, save the configuration file as WIFI.TXT.
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Step 2. Connect the keylogger and enable flash drive mode.

USB version PS/2 version

Plug the keylogger in-between the keyboard Use the supplied USB Download
and USB port, and press the 3-key combination Accelerator to connect the device to a USB
simultaneously (by default K, B, S) port.

After a few seconds, the hardware keylogger will automatically get detected as a mass
storage device, and pop up as a removable drive.

Step 3. Copy the configuration file WIFL.TXT to the keyloggers flash drive.

:Eg

@'\:‘"4— » Computer » Keylogger (F:) » v [ 2 ][ search Disk (7 £l

Organize « ﬁOpen - Print Burn New folder =~ O @

-

w{ Favorites
Bl Deskiop
4 Downloads

= Recent Places

- Libraries
@ Documents
J’ Music
[E=] Pictures

E Videos

m

1M Computer
Q—:" MNew Velume (C:)

[ pisk (F)

B WIFLTXT
Text Document

Then, safely remove the device, and disconnect it from the USB port.
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Step 4. Connect the keylogger and the keyboard to start recording keystroke data.

USB version PS/2 version

Plug the USB keylogger in-between the Plug the PS/2 keylogger in-between the
keyboard and USB port. keyboard and PS/2 port.

On power-up, the keylogger will automatically connect to the Access Point defined in
WIFIL.TXT, and send an E-mail report to the specified recipient address every hour. Besides
logged keystroke data, the report will contain Access Point information, IP configuration, and
time-stamps.

' ™y
@& Mozilla Thunderbird (=] [t

File Edit View Go Message Tools Help

# Getmail -/ wiite [l Address Book Tag -
from KeyDemon Wi-Fi Il@replyl"-&s&lforward] I archivel I x deletel
<ubject ==> KeyDemon USB Wi-Fi Report <== 1717

to john@smith.com other actions ~

Access Point @ MyNetwork

IP (DHCF) @ 192.168.0.3

Gateway © 192,168.0.1
Feport range © 0-25600

[..]1[2009-21-01 03:45:16 PM] chat.yahoo.com [Ent]
mike%8a [Tah] mike [Ent]

hi david [Ent]

Tet's skip school tomorrow, he? [Ent]

Mobody should find out! [Ent]

what do u mean? [Ent]

of course! [Ent]

[2009-21-01 03:46:09 PM] check out this Tink: [Ent]
www. Torbiddenstuff. com;‘thread12961.htm'| [Ent]
send it to you bg email [Ent]

[ct1]n [A'It] [Tab] [Ent]

mail.yahoo. com [Ent]

mikeSB8a@yahoo. com [Tab] mike [Ent]
david_ros@gmail.com [Tah] fun stuff [Ent]
[2009-21-01 03:49:54 PM]here’'s the 1ink, make sure nobody
sees it [Ent]lctl]v [Ent] [alt] [Tah]

T
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Step 5. If E-mail reporting is not enough, you can take full control over the keylogger from any
computer in your Local Area Network. Install the supplied application KL Tools, add the
keylogger to the list by its IP number, and explore the available features.

iFi Control Center - MylLogger .168.0..
WiFi C I C Myl (192.168.0.1)

= @ﬂh‘

hi david [Ent]
let's skip school tomorrow, he? [Ent]
robody should find out! [Ent]

El Configure Keylogger

Password

Please note or memorize!

Device access without the password is impossible.

File  Edit Devices
4@699
=- Dewces
..][2009-21-01 03:45:16 PM] chat.yahoo.com [H
m'lkeQSa [Tab] mike [Ent]

PM] check out this T1ink
m/threadlze6l. htm1 [ENY
i1 [Ent]

nt]

b] mike [Ent]
Tab] fun stuff [Ent]
pMlhere’'s the 1ink, ma

ent] [adt] [Tak]

EI WiFi Basic Configuration

Wi -Fi Premium

Aecess Point Corfiguration
[] Disable WiFi completehy

Network 1D (SSID)  MyNetwark

Encryption —W PA-Z

Password MyPassword

Local Area Metwork Configuration

Key Logging

EI Local Area Network Scan

|| Disable key logging comg
Log special keys | Mediy
National Layout

Disable layout
Selected layout | Select

This will =can the Local Area Network (LAN) for connected
wireless keylogger devices. Press the button to start ...

—
152 |.(168 (.| O |.| 100
265 |.( 255 |.| 266 |.| O
192 |.| 168 0 1
192 |.(168 [.| O 1
192 |.(168 (.| O 1

PS/2 Options

[ Disable USE mode

Added ney

Keystroke generation speed | Medium (default)

Teat menu language | English -

Encryption

[] Enable filesystem encryption (experts only)

Toaggling encryption mode wil format the filesystem!

[ Cortinue...

] [ Retum... ]

Using KL Tools you can communicate with multiple Wi-Fi hardware keyloggers, allowing
creating entire networks of wireless keyloggers. This solution is particularly recommended for
monitoring several computers in a household, or controlling employee productivity in

companies.

Reporting via Emal

E-mail recipient  john@smith com|

Enable Email reporting

Report sending interval |60 minutes

Report size |10 2 kiobytes

Continue.. ] [ Retum... ]

To read more on KL Tools, jump to section Remote access.

S (s COpyrigh t wilw.keelog.com
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Recording keystrokes

Recording mode is the default mode of operation for the KeyGrabber Wi-Fi Premium
keylogger. In record mode, the device will silently monitor all keystrokes coming from the
keyboard and store them on the internal flash drive in file LOG.TXT.

Installation of the keylogger in record mode is quick and easy, no software or drivers are

required. Simply plug it in between the keyboard plug and keyboard port. Recording will start
automatically on power-up.

USB version PS/2 version

Plug the USB keylogger in-between the Plug the PS/2 keylogger in-between the
keyboard and USB port. keyboard and PS/2 port.

Note: If an external hub is being used, connect the keylogger between the hub and the USB
keyboard.

S ) S COpyrigh t wilw.keelog.com
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Viewing recorded data

Once keystroke data has been recorded, it may be accessed directly or remotely through
WLAN. This section covers only direct access, for remote operation refer to section Remote
access.

Flash drive mode

The primary method for viewing recorded data is flash drive mode. The keylogger will act as a
mass-storage device and pop up as a removable drive. Follow the instructions below.

USB version PS/2 version

Use the supplied USB Download
Accelerator...

Plug the USB keylogger in-between the
keyboard and USB port...

: I}SEJ:JS" EIG‘Y' Me M Me
SeReER
aa

A

LT

...and press the 3-key combination ...and connect the device to a USB port.
simultaneously (by default K, B, S)
After a few seconds, the hardware keylogger will automatically get detected as a mass
storage device. The operating system will use the standard built-in mass storage driver (MS
Windows in the following examples).

Note: During the first switch to flash drive mode, the operating system can ask for drivers. In
such case choose automatic driver installation (usually default option).

S 1 () E——— COpYrigh t W\EW.keelog.com
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@-U-ﬂ- » Computer » Keylogger (F:) » v|&,|| Search Disk (F: o]

Organize v | Open = Print Burn New folder = 0O @

-
- Favorites

Bl Desktop
4 Downloads

= Recent Places

L WIFLTXT CONFIG.TXT
A Libraries

<| Documents

@' Music

m

k= Pictures

B videos

/M Computer
.‘;v Mew Volume (C:)

[ pisk (F)

LOG.TXT
Text Document

The flash drive will contain the file LOG.TXT with a text log of all captured data. Keystroke
data is formatted in the same as it would appear on the screen, with special keys in brackets

([Ent], [Esc], [Del] etc.). This file can be viewed and searched with any text editor, such as
Notepad or MS Word.

"I LOGTXT - Notepad = | E jwdS
File Edit Format View Help

[2009-21-01 03:45:16 PM] chat.yahoo.com [Ent]
mike98a [Tab] mike [Ent]

hi dawvid [Ent]

let's skip school tomorrow, he? [Ent]

Mobody should find out! [Ent]

what do u mean? [Ent]

of course! [Ent

[2009-21-01 03:46:09 Pm]check out this Tink: [Ent]
www. Torbiddenstuff. comfthread12961.htm1 [Ent]

send it to you bg email [Ent]

[ctl1IM [alt] [Ta ] [Ent]

mail.yahoo.com [Ent]

mikeSBa@yahoo.com [Tah] mike [Ent]
david_ros@gmail.com [Tab] fun stuff [Ent]
[2009-21-01 03:49:54 Pm]lhere's the Tink, make sure nobody
sees it [Ent]lctl]v [Ent] [alt] [Tah]

Switching back to record mode can be achieved by a safe software removal of the flash disk.
Use the systems standard disk removal procedure. For MS Windows, left-click on the Safe
Removal icon in the system tray and select the appropriate drive.

. (] | ——— COpYrigh t W\EW.keelog.com
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Text Menu mode (PS/2 version only)

The PS/2 version features an alternative approach for memory viewing called Text Menu
mode. This mode does not require unplugging the device from the PS/2 keyboard, however is
a lot slower than flash drive mode. To enable Text Menu mode, the keylogger and PS/2
keyboard should be connected in the same way, as in record mode. A text editor is required,
such as Notepad.

| Untitled - Notepad |5 e S

File Edit Fgrmat View Help

Run the text editor and make it the active Press the 3-key combination simultaneously
application. (by default K, B, D)

The keylogger responds by simulating the PS/2 keyboard and will display a text-menu in the
editor window.

| Untitled - Notepad = | B S
File Edit Format Yiew Help
2/ e
R O L I N A e A |
N Y G D ) O O ) P
[ s I, I

[ [ P

KeyLogoer PS/2 2GB

16296 bytes used (0.1%)

11 of 1262890 pages used
MAIM MEMU

1. wiew memory..

2. Erase memory...

3. Phrase search...

4. mMet Detective...

5. Disable Togging...

§. Change passward. ..

7. configuration options...
8. unplug counter...

9. Exit

please choose [1-9]: 8

The displayed main menu shows a summary of memory usage in bytes and pages. The text
menu offers a variety of view, search, and configuration options. Use the digit keys to browse
around the menu.

Note: do not change the active application while in text-menu mode.

. (| ) s COpYrigh t Wiw.keelog.com
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Remote access

This section guides through enabling E-mail reporting and TCP/IP access for the KeyGrabber
Wi-Fi Premium keylogger.

Checklist

Before you start, make sure you have the following data about the Wi-Fi network the
keylogger will operate in:

1 WLAN Access Point ID (SSID)
1 WLAN encryption type (WPA-2, WPA, WEP64/128, or open network)
1 WLAN encryption password

Make sure you also have an E-mail address the wireless keylogger can send reports to.
Finally, to make the configuration process as simple as possible, install the supplied
application KL Tools. The installation process is straightforward, just follow the wizard and
answer a few standard questions.

] DemonTools [E=EEER 1%l DemonTools (S
Welcome to the DemonTools Setup Wizard ‘ Select Installation Folder

The installer will guide you through the steps required to install DemonT ools on your computer. The installer will install DemonT aols to the following falder.

Tainstallin this folder, click "Next". Toinstall to a different folder. enter it below or click "Browse".

Folder:

C:“Program Files [x86]\0emanT ools' Browse..
Digk Cost..

WARMNING: This computer program iz protected by copyright law and intemational treaties Install Demon Tools for yoursel, or for anyone who uses this computer:
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties. and will be prozecuted to the maximum extent possible under the law.

" Everyone

% Just me

Cancel ‘ T Newt» Cancel < Back T et s

Configuration

The KeyGrabber Wi-Fi Premium can be configured and operated entirely from KL Tools.
Launch the application, select the device model, and choose to configure your device. The
application will first display a keystroke logging configuration dialog, and then a time
configuration dialog. If changing the default password, memorize or note the new values,
otherwise access to the internal memory will not be possible. If unsure about a certain
configuration option, leave the default value.

S 1] ] e COpYrigh t WEW.keelog.com
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El Configure Keylogger t&]

Password

Passwordkeys (K~ ||B - |5 -

Please note or memorize!

Device access without the password is impossible
Key Logging

Disable key logging completely

Log special keys | Medium (standard keys) hd
Mational Layout
/| Disable layout

Selected layout | Select layout

PS5/2 Options

Disable USE mode

Keystroke generation speed | Medium (default)  +
Text menu language | English hd
Encryption
Enable filesystem encryption {experts only)

Toggling encryption mode will format the filesystem!

EI Configure Time and Date [&J

Time & Date Stamping

| Enable time and date stamping
V| Set the time and date

Cumert Time and Date

Prefemed time format

@ AM.P.M. (eample 1:23 PM)
24-hour (example 13:23)

Hour Minute  Second

Time |4 = 17 =18 & |[PM. >

Year Morith Day

Date 2010 = 3 = 19 B Get

Cortinue... ] | Retum... |

[ Continue... ] ‘

Keystroke logging configuration

EI WiFi Basic Configuration [&J

Access Point Corfiguration
Disable WiFi completely

Metwork 1D (SSID)  MyNetwork

Encryption |WPA-2 -

Password MyPassword
WLAN standard | LI.S. =

Local Area Metwork Corfiguration

Advanced...

IP address (static) | 192 |.[ 168 |.| 0 |[.| 100

V| Auto-IP (DHCF)

Metmask | 2556 |.( 255 |.| 265 (.| O

ra
Gateway address | 152 |.[ 168 |.| O |[.| 1
Primary DNS | 192 |.| 168 |.| O
1

Secondary DNS | 152 |.| 168 |.| O

Reporting via E-mail

| Enable E-mail reporting Advanced...

E-mail recipient  john@smith.com]|

Report sending interval |60 = minutes

Time-stamping module configuration

Finally, a Wi-Fi configuration dialog will be shown. Enter
the data allowing the keylogger to connect to the WLAN
Access Point:

1 WLAN Access Point ID (SSID)

1 WLAN encryption type

1 WLAN encryption password

Remember, that these strings are case-sensitive.

If the WLAN Access Point does not allow Auto-IP
configuration through DHCP, provide a static IP address,
network mask, gateway address, and DNS information.

To receive E-mail reports containing keystroke data,
supply your E-mail address. You may adjust the reporting
interval and report size.

When finished, make sure the device is connected as in
record mode. KL Tools will automatically create

Report size |10 = kilobytes
configuration files (CONFIG.TXT, TIME.TXT, WIFLTXT),
Cotrve. | [ Reum. ] prompt for enabling flash drive mode, and copy the files to
the keyloggers flash drive.

Congratulations! The device has been configured successfully.

Record mode should be restored in a few seconds.

E Disconnect Device li—:hJ

. 1| /| ——— COpYrigh t W\Ew.keelog.com
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E-mail reporting

The KeyGrabber Wi-Fi Premium will send E-mail reports to the specified recipient address, by
default every hour. Besides logged keystroke data, the report will contain Access Point
information, IP configuration, and time-stamps.

@& Mozilla Thunderbird =B et

File Edit View Go Message Tools Help

|i| Get Mail - I__,J‘?’Write Address Book Tag -
from KeyDemon Wi-Fi |-:,>reply | g | s forward | | archi\.re| \E/ | X delete|
-t ==> KeyDemon USB Wi-Fi Report <== 17:17

to john@smith.com other actions -

Access Point @ MyMetwork

IP (DHCP) @ 192,.168.0.3

Gateway © 192,168.0.1
Feport range © 0-25600

[..]1[2009-21-01 03:45:16 PM]chat.wahoo.com [Ent]
mike%8a [Tah] mike [Ent]

hi david [Ent]

Tet's skip school tomorrow, he? [Ent]

Mobody should find out! [Ent]

what do u mean? [Ent]

of course! [Ent]

[2009-21-01 03:46:09 PM] check out this Tink: [Ent]
www. Torbiddenstufft. com/threadl29al. htm1 [Ent]

send it to you bg email [Ent]

[ct1]In [a1t] [Tab] [Ent]

mail.yahoo. com [Ent]

mikeSB8a@yahoo. com [Tab] mike [Ent]
david_ros@gmail.com [Tah] fun stuff [Ent]
[2009-21-01 03:49:54 PM]here’'s the 1ink, make sure nobody
sees it [Ent]lctl]v [Ent] [alt] [Tah]

L]

The report size and interval may be set by configuring the keylogger through the file
WIFIL.TXT. Use KL Tools to do this, or view section Configuration files.

. (| [ s COpYrigh t WEW.keelog.com
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On-demand access

The KeyGrabber Wi-Fi Premium offers on-demand access via TCP/IP from any computer
connected to the network. This feature is usually limited to the Local Area Network, unless
your local network segment is visible globally. To access the keylogger remotely, launch KL
Tools, select the proper device version, and navigate through the wizard to remote access.
The Wi-Fi Control Center will be shown.

[K] WiFi Control Center e
File Edit Devices
@23
4 ':6

Application initiated.

A remote device needs to be added first. This can be done by clicking the Add Device icon,
and supplying the IP address, name (optional), and device password. The password must
match the local 3-key combination defined in the devices CONFIG.TXT (K, B, S by default for
the USB version, K, B, D by default for the PS/2 version).

Add New Device @

Remote Device Configuration

IPaddess 192 . 168 . 0 . 1
MName (pptional) MK"LUQQEF—

Password must match device configuration!

Password (K = *|s =

[ Add Device ] | Cancel |

The IP address of the remote device can be obtained in a few ways:
1 from an E-mail report (see section E-mail reporting)
1 from the device configuration (if using static IP)
1 from the Access Point configuration (if using Auto-IP)

If the IP address is unknown, the Search Local Network option can be used. This feature will
send a broadcast signal to all devices in the Local Area Network, to which remote keyloggers

. (| e COpYTigh t W\EW.keelog.com
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should respond. Make sure that no firewall blocks UDP communication, otherwise the
procedure will fail.

EI Local Area Network Scan &J

This will scan the Local Area Network (LAN) for connected
wireless keylogger devices. Press the button to start ...

Once a remote device is added, the log may be retrieved using the Download Log option.

JK] WiFi Control Center - MyLogger (192.168.0.1) =NECE X

File Edit Devices

y@ SEQ

=1 Devices ===> [01-jar2010 10:11:46]
WMyLogger (152.168.0.1) ===> Connecting to 192.168.0.1 an port 25999

===> Requesting default log

[2009-21-01 03:45:16 PM] chat.yahoo. com [Ent]
mike98a [Tab] mike [Ent]

hi david [Ent]

let's skip school tomorrow, he? [Ent]

Nobody should find out! [Ent]

what do u mean? [Ent]

of course! [Ent]

[2009-21-01 03:46:09 pM]check out this Tink: [Ent]
www. Forbiddenstuff. cnm/threadlz%l.htm [EnT]
send 1t to you bg email [Ent]

[ct1In [a1t] [Tah] [Ent]

mail.yahoo.com [Ent]

mikeoBa@yahoo, com [Tab] mike [Ent]
david_ros@gmail.com [Tab] fun stuff [Ent]
[20090-21-01 03:49:54 pMlhere's the 1ink, make sure nobody
seas It [Ent]lct1]v [eEnt] [alt] [Tab]

===> [01-jan-2010 10:12:00]
= Connecting to 192,168.0.1 on port 25959
=== Requesting default lng

[2009-21-01 03:45:16 PM] chat.yahaoo.com [Ent]
mikes8a [Tab] mike [Ent]

hi david [Ent

let's skip school tomorrow, he? [Ent]

Nobody should find out! [Ent]

what do u mean? [Ent]

of caurse! [ent]

[2009-21-01 03:46:09 PM]check out this 1ink: [Ent]
www, Torbiddenstuff. com/threadl2esal. html [Ent]

Added new device,

If interested in other parts of the remote log file than the most recent 50 kB, use the Download
Log Chunk option. This will display a dialog, allowing downloading any part of the remote log
file.

Download Log Chunk @

File Chunk Definition

) Default
@ Last |50 2| kilobytes

=) First |50 * kilobytes

_1 From the beginning of the file to byte | 10000

) Frombyte |0 *| tothe end of the file
) From byte |0 —{| tobyte (10000
[ ok | [ cancel |

. (| 7 s COpYTigh t WEw.keelog.com
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KL Tools offers a wide variety of options, available at a single mouse-click:

E-mail and WWW search

Encoding and layout conversion
Document searching

Document exporting
Communication with remote device
Multiple device handling

= =4 =8 -8 -9 -9

Using KL Tools you can communicate with multiple Wi-Fi hardware keyloggers, allowing
creating entire networks of wireless keyloggers. This solution is particularly recommended for
monitoring several computers in a household, or controlling employee productivity in
companies.
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Clock configuration

It is necessary to configure the built-in clock module for getting correct date and time-stamps.
This task can be performed by KL Tools (recommended), or can be done manually.

To configure the internal clock using KL Tools, K] Configure Time and Date [
launch the application, select the device model,
and choose to configure the device. The
application will display a time and date
configuration dialog. Make sure date and time
stamping is enabled, and that the Set time and
date checkbox is clicked. Select the desired

time format, and move to the succeeding

Time & Date Stamping

/| Enable time and date stamping
| Set the time and date

Cumrert Time and Date

Prefemed time format

@ AM./P.M. {example 1:23 PM)

dialogs. 24-hour (example 13:23)

Hour Minute  Second
KL Tools will guide you through enabling flash Tme |4 =7 =18 5 (BMax
drive mode, and placing the configuration file Year  Morth  Day

TIME.TXT on the internal flash disk. Date [2010[2] 3 (2] [18 4] [ Get |

[ Continue... ] | Retum...

The clock can also be configured manually, without using KL Tools. To do this, a text file
named TIME.TXT should be prepared with the following format:

7] TIMETXT - Notepad =/ C e
Year=2019 File Edit Format View Help
Month=4 Year=2010
_ Month=4

Day=1 D:;:l
Hour=12 Hour =12

. _ Minute=34
Minute= 34 Second=56
Second=56 Far mat=P
Format=PM

The fields should contain the current time and date. The field Format allows distinguishing
between A.M., P.M., and 24-hour time (use the value AM, PM, or 24). After the file has been
prepared, switch to flash drive mode and copy the file TIME.TXT to the root folder of the flash
disk. For the PS/2 version, the USB Download Accelerator has to be used to switch to flash
drive mode.
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(=] ol

= | &4 || Search Disk (F —=

=
@-U-ﬂ.-» Computer » Keylogger (F:) »

Organize v | Open = Print Burn New folder =y 0O @

-
- Favorites

Bl Desktop
4 Downloads
= Recent Places
o LOG.TXT CONFIG.TXT
A Libraries
<| Documents
-, Music
k= Pictures

B videos

/M Computer
.‘;v Mew Volume (C:)

[ pisk (F)

TIMETAT
Text Document

After copying the file, safely remove the flash drive. The new clock configuration will be
loaded on next power-up.

The clock configuration file must be named TIME.TXT and must be placed in the root folder.
Variable and value strings are case insensitive, however they must match the options listed

below.

1 Year sets the clock year value. Valid range is from 2000 to 2099.

1 Month sets the clock month value. Valid range is from 1 (January) to 12 (December).

1 Day sets the clock day value. Valid range is from 1 to 31. If the specified day exceeds
the maximum number of days in the specified month, the next valid day value will be
chosen.

1 Hour sets the clock hour value. Valid range is from 1 to 12 for 12-hour time
(A.M./P.M.), and 0 to 23 for 24-hour time.

1 Minute sets the clock minute value. Valid range is from O to 59.

1 Second sets the clock second value. Valid range is from O to 59.

1 Format sets the time format. Valid values are AM, PM, and 24. If AM is chosen, the 12-

hour format is selected and the specified hour is treated as before noon. If PM is
chosen, the 12-hour format is selected and the specified hour is treated as afternoon. If
24 is chosen, the 24-hour format is selected and the specified hour is treated as 24-
hour format.

Sample TIME.TXT for 12-hour time:

Sample TIME.TXT for 24-hour time:

Year=201 9 Year=2019
Month=10 Month=10
Day=25 Day=25
Hour=5 Hour =17
Minute=51 Minute=51
Second=43 Second=43
Format=PM Format=24
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Configuration files

The KeyGrabber Wi-Fi Premium is configured via three text files placed on the internal flash
drive:

1 CONFIG.TXT (configures key-logging parameters)
1 TIME.TXT (configures the internal clock for time-stamping)
1 WIFLTXT (configures Wi-Fi functionality)

These files should contain configuration parameters, placed in successive lines in the
following format:

Parameterl=Value | WIFLTXT - Notepad (=[O [t
Parameter2=Value File Edit Format View Help

Parameter3=Value MIE]Pastior dotiye s owerd

é WiFiEnCcryption=wPA2

recipient=john@smith. com
|

Example of WIFI.TXT

WiFNetwork=MyNetwor k
WiFiPassword=MyPassword
WiFIEncryption=WPA2

Recipient=john@smith.com

These configuration files must be placed in the device internal memory using flash drive
mode.

(=G [t
@u=| == Computer » Keylogger (F:) » - |*9H Search Disk (F. 2|
Organize ¥ Y Open ~ Print Burn New folder = - 0 @
- Favorites
Bl Deskiop
& Downloads
= Recent Places
WIFLTXT CONFIG.TXT TIME.TXT

7 Libraries
| Documents
@' Music
=] Pictures

H videos

/M Computer
L_", MNew Velume (C:)

@ pisk (7)

WIFLTXT
Text Document

Device configuration can be performed by KL Tools, or manually by the user. KL Tools
performs the same operation as would be done manually, that is creates the configuration
files, requests switching to flash drive mode, and copies the files to the flash disk.

Creating configuration files manually may be necessary on systems not supported by KL
Tools, such as Mac OS or Linux.
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CONFIG.TXT

The file CONFIG.TXT is responsible for configuring keystroke-logging parameters.

Basic parameter list

Parameter Values Example Description
3-character password Three-character key combination for
Password P Password=SVL activating flash drive / Text Menu

(default KBS or KBD)

modes.

None
LogSpecialKeys Medium (default) LogSpecialKeys=Full | Special key logging level.
Full
. . Yes . L . .
DisableLogging No (default) DisableLogging=Yes | Keystroke logging disable flag.
Yes National layout disable flag (see
DisableLayout No (default) DisableLayout=Yes X y 9
Menu section National keyboard layouts).
Timestamping EES (defaul) Timestamping=No Time-stamping disable flag.
. Yes . _ USB flash drive mode disable flag
DIEE GLE: No (default) DisableUsb=Yes (PS/2 version only).
English (default)
Deutsch
Espanol .
Language Francais Language=Espanol '(I)'relzlxt)menu language (PS/2 version
Italiano Y
Portugues
Polski
Yes (default) Mac Mode enable flag. Available only
MacMode No MacMode=No on devices with MCP (USB version
only).
Advanced parameterlist( use only when you kmhw what
Parameter Values Example Description
Yes Flash drive encryption setting
Encryption Encryption=No (caution: changing this value will re-
No (default) :
format the flash drive).
Yes SupportReportProtocol | Report protocol support flag (USB
SUpPRNEpOT-Teoee! No (default) =No version only).
No
CheckShortErame Low _(default) CheckShortErame=No Shor_t frame fast filter option (USB
Medium version only).
High
CheckModifierByte res (defaul) CheckModifierByte=No g"ncl’g)'f'er byte check flag (USB version
Filter value
FramekFilter (range 0 € 2 5 5 | FrameFilter=226 Frame filter value (USB version only).
default 98)
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Auto (default)
KeyboardSpeed Full KeyboardSpeed=Auto USB. keyboard speed setting (USB
Low version only).
Mixed
CheckOverflow ves CheckOverflow=Yes Overflow check flag (USB version
No (default) only).
S'OW. Keystroke generation speed (PS/2
KeystrokeSpeed Medium (default) | KeystrokeSpeed=Slow X
version only).
Fast
DisableMenu Yes DisableMenu=Yes Text menu disable flag (PS/2 version
No (default) only).
TIME.TXT

The file TIME.TXT is responsible for configuring the built-in real-time clock.

Parameter list

Parameter | Values Example Description
Year value _ .

Year (range 2 0 0 0 & 2, Begaglt 2010) Year=2019 Year setting (range 2000 to 2099).
Month value _ Month setting (1 is January, 12 is

ot (range 1 é 1,2efault 1) Month=10 December).
Day value _ .

Day (range 1 é 3, Hefault 1) Day=15 Day setting (range 1 to 31).

Hour Hour value Hour=6 Hour setting (range 1 to 12 for A.M./P.M.
(rangel é 12 or,défaul2l3 - format and 0 to 23 for 24-hour time).

Minute Minute value Minute=37 Minute setting (range 0 to 59).

(range 0 é 5,%efault 0)

Second value _ .
Second (range 0 é 5 @lefault 0) Second=49 Second setting (range 0 to 59).

Time format setting. If AM is chosen, the
12-hour format is selected and the
specified hour is treated as before noon.

AM . .
Format PM (default) Format=24 If PM is chosen, the 1_2Thour forr_nat is
24 selected and the specified hour is treated

as afternoon. If 24 is chosen, the 24-hour
format is selected and the specified hour
is treated as 24-hour format.
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WIFLTXT

The file WIFL.TXT is responsible for configuring Wireless LAN and TCP/IP functionality. The
following tables summarize the available parameters.

Basic parameter list

Parameter Values Example Description
SSID string (no Access Point ID (SSID), case-
WiFiNetwork 9 WiFiNetwork=MyWiFi sensitive. If omitted, Wi-Fi

default)

functionality will be disabled.

WiFiEncryption

None (default)
WEP64
WEP128
WPA

WPA2

WiFIiEncryption=WPA2

Access Point encryption type. If
omitted, Wi-Fi functionality will
be disabled.

WiFiPassword

Password string
(no default)

WiFiPassword=MyPass

Access Point password, case
sensitive. If open network, skip
this parameter.

IP address string

Static IP address of device. Skip

[ReklEss (no default) IpAddress=192.168.0.100 this parameter if using Auto-IP.
NetMask Network mask NetMask=255255.255.0 | Network mask of device. Skip

string (no default) this parameter if using Auto-IP.

Gateway address _ Default gateway. Skip this
CalEnEy string (no default) Gateway=192.168.0.1 parameter if using Auto-IP.
DnsServer F|r_st DNS address DnsServer= 216.231.41 2 F|r_st DNS. Skip this parameter if

string (no default) using Auto-IP.

Second DNS L
DnsServer2 address string (no DnsServer2= 206.124.64.1 Second DNS' S_k|p this

parameter if using Auto-IP.

default)

E-mail reciient Recipient E-mail address for E-
Recipient P Recipient=john@server.com | mail reporting. If omitted,

string (no default)

reporting will be disabled.

Reportinterval

Interval value (min.

600 sec. or 3600
sec., default 3600
sec.)

Reportinterval=7200

Interval for E-mail reporting in
seconds. Minimum interval is
600 seconds (10 minutes) for
custom SMTP server, and 3600
seconds (1 hour) for default
server.

Size value (max.
102400 bytes,

ReportSize default 10240 ReportSize=20000 E-mail report size in bytes.
bytes)
DisableWiFi Yes DisableWiFi=Yes Wi-Fi disable flag.

No (default)
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Advanced parameterlist( use only when you know what youor
Parameter Values Example Description
US (default)
Canada
- Europe - _ Standard for Wi-Fi operation.
IFISETCEN Spain WiFiStandard=Europe Select the region that fits best.
France
Japan
. Yes . _ TCP disable flag. Disables on-
Drizel ETER No (default) DisableTcp=Yes demand access through TCP/IP.
Port value o
TcpPort ( 0é 6 5,5dalt | TcpPort=12345 Tcp commum.canon port. Must
match setting in KL Tools.
25999)
Yes UDP disable flag. Disables
DisableUdp DisableUdp=Yes answering to broadcasted
No (default)
network searches.
Port value L
UdpPort (0665535, |UdpPort=23456 %25: ;?e”t:‘n“”:ﬁaﬁfr}gg[; Must
25998) 9 '
. Yes . _ SMTP disable flag. Disables E-
DisableSmtp No (default) DisableSmtp=No mail reporting.
Yes _ Custom SMTP flag. Enables user
CLE i No (default) CustomSmtp=Yes defined SMTP server.
SmtpServer Server string (no SmitpServer=smto.mail.com Custom SMTP server. Defines
P default) P P ' user SMTP server address.
User string (no _ Custom SMTP user. Defines user
ST default) SmtpUser=John SMTP user name.
Password string _ Custom SMTP password. Defines
SmtpPassword (no default) SmtpPassword=MyPass user SMTP password.
Sender string (no _ . Custom SMTP server. Defines
SmtpSender default) SmtpSender=John Smith user SMTP sender string.
Port value L
SmtpPort ( 0 é 6 5,5t | SmtpPort=25 Custom SMTP communication
25) port.

Sample Wi-Fi configuration files:

No encryption, Auto-IP WPA-2 encryption, static IP

WiFiNetwork=MyWiFi WiFiNetwork=MyNetwork
WiFiPassword=MyPassword
Recipie nt=john@server.com WiFIEncryption=WPA2
IpAddress=192.168.0.100
NetMas k=255.255.255.0
Gateway=192.168.0.1
DnsServer=  216.231.41.2

DnsServer2= 206.124.64.1

Recipient=john@smith.com
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Mac Compatibility Pack (USB version only)

The Mac Compatibility Pack (MCP) is a hardware enhancement ensuring full compatibility
with Apple Mac computers and keyboards. Several Apple keyboards are USB High-Speed
and Low-Speed combos, creating a challenge for all types of USB keyloggers. The aluminum
Apple A1243 and A1242 are typical examples:

0 0 9 53 3 6 00 (|
D:D:]:]D:]DQDDDDC] OO DDDD
SHOoDoODDDODODOOHEE SO0 aoOoR
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The KeyGrabber Wi-Fi Premium with the Mac Compatibility Pack features a special Mac
Mode (enabled by default), which will convert the keystroke data stream to USB Full-Speed,
ensuring proper operation of the keyboard and logging of all keystrokes. Mac Mode is
compatible with standard keyboards too, so the KeyGrabber does not have to be
reconfigured.

When enabled, Mac Mode will add an additional pass-through USB hub to the system. If this
is undesired, Mac Mode can always be disabled, restoring normal operation. To disable Mac
Mode, open the configuration file CONFIG.TXT (see section Configuration files) and add the
following entry:

MacMode=No

This option can also be configured with KL Tools (see section Using KL Tools)
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National keyboard layouts

It is possible to enable a national layout for language-adapted keyboards, such as
French, German etc. This will allow national characters to get logged properly (including those
with Alt Gr), s uc h dosving’exampie denfonstrates tbet advantageb ef
applying the German national layout.

Text logged without layout Text logged with layout
Kezlogger )PS-2 / USB= KeyLogger (PS/2 & USB)
To enable a national layout, the appropriate layout file named LAYOUT.USB (for USB
version) or LAYOUT.PS2 (for PS/2 version) must be placed on the flash disks root folder. The

file must be copied in flash drive mode. Layout files may be obtained from the CD-ROM
attached with the device.

USB version PS/2 version
[E=E
@-\Jv‘- + Computer » Keylogger () » + [ 3 |[ Search Disk 7 )
Organize = "I open * Print  Bumn New folder =~ 0 @

[ Favorites

B Deskiop

1§ Downloads
Recent Places

) LOGTXT LAYOUT.USB
i Libraries

| Documents
& Music
&= Pictures

B videos

18 Computer
& New Volume (C)

[ oisk ()

LAYOUT.USB
Text Document

To enable the layout safely remove the flash disk. During the next power-up, the layout file
will be loaded automatically.
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